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This policy applies to all members of Academy community - staff, students,
volunteers, parents and carers, visitors, community users - who have access to and
are users of Academy’s ICT system:s.

This policy sets out the ways in which the school will:

e educate all members of the school community on their rights and responsibilities
with the use of technology;

e build both an infrastructure and culture of Online Safety;

e work to empower the school community to use technology including the internet
as an essential tool for life-long learning.

This policy is written in line with ‘Keeping Children Safe in Education’ 2021 (KCSIE),
‘Teaching Online Safety in Schools’ 2019, statutory RSHE guidance and other statutory
documents. This policy is used in conjunction with other school policies and has been
developed by the Data Protection Officer and the Academy

The Online Safety policy will be reviewed annually and will be under continuous
revision in response to significant new developments in the use of technologies, new
threats to Online Safety or incidents that have taken place.

The Online Safety policy was approved by the Governing body on: May 2022

Communication of the policy
The policy will be communicated to the Academy community in the following
ways:

e Displayed on the Academy website, and available in the staffroom and
classrooms.

e Included as part of the induction pack for new staff.

e Acceptable use agreements discussed with and signed by students at the
start of each year. Communicated to parents who sign each year.

e Acceptable use agreements to be issued to whole Academy community,
usually on entry to the Academy — and read and signed annually by all staff
and Governors.

e Acceptable use agreements to be held in student and personnel files.
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Responding to complaints

The Academy will take all reasonable precautions to ensure internet safety.
However, it is not possible to guarantee that unsuitable material will never
appear on an Academy computer or mobile device. The Academy cannot
accept liability for material accessed, or any consequences of internet
access.

Staff and students are informed of the possible sanctions related to misuse of
technology and these are outlined in the Behaviour 4 Learning Policy.

Our Online Safety Lead is the Academy Principal and is the first point of
contact for any complaint. Any complaint about staff misuse will also be
referred to the Principal.

Complaints that relate to online bullying will be dealt with in line with our
Anti-Bullying Policy. Complaints related to child protection are dealt with
in line with the Academy child protection procedures.

Governors

Approve the Online Safety Policy
Monitor the effectiveness of the Online Safety Policy!
Delegate a governor to act as Online Safety link

Online Safety Governor works with the Online Safety Lead to carry out
regular monitoring and report to Governors

Verify that the filtering, monitoring and or supervision systems are in place to
identify children accessing or trying to access harmful and inappropriate
content online

Principal

The Principal has a duty of care for ensuring the safety (including online
safety) of members of the Academy community.

The Principal and Deputy should be aware of the procedures to be followed
in the event of a serious online safety allegation being made against a
member of staff. (see flow chart on dealing with online safety incidents —
included in a later section.

In the role of the Online Safety Lead, the Principal is responsible for receiving
regular fraining in this role and that other suitable staff are frained to enable
them to carry out their duties responsibly

The Principal will ensure that there is a system in place to allow for monitoring
and support of those in the Academy who carry out online safety duties. This
is to provide a safety net and also support to those colleagues who take on
important monitoring roles. This is done with regular meetings with the
Principal and the Designated Safeguarding Officer.




Online Safety Lead (Additional responsibilities)

takes day to day responsibility for online safety issues and has a leading role
in establishing and reviewing the Academy online safety policies and
documents in liaison with the Data Protection Officer

ensures that all staff are aware of the procedures that need to be followed
in the event of an online safety incident taking place.

Liaises with the DPO in providing training and advice for staff

licises with IT support staff

receives reports of online safety incidents and creates a log of incidents to
inform future online safety developments. This is done via CPOMS

meets regularly with Online Safety Governor to discuss current issues, review
incident logs and filtering / change control logs

attends relevant meetings of the Safeguarding Portfolio Group

Network Manager

The Academy’s Network is managed by an external company XMA

The Network Manager is responsible for ensuring:

that the Academy’s technical infrastructure is secure and is not open to
misuse or malicious attack

that the Academy meets required online safety technical requirements
and any other relevant body online safety policy/guidance that may apply
that users may only access the networks and devices through a properly
enforced password protection policy, in which passwords are regularly
changed

that the use of the network / internet / Learning Platform / remote access /
email is regularly monitored in order that any misuse / attempted misuse
can be reported to the Principal / Online Safety Officer for investigation
that monitoring software / systems are implemented and updated

as agreed in Academy policies

Other stakeholders roles and responsibilities are outlined in the relevant acceptable
use agreements, read and signed annually.

Community Users

Community Users or visitors wishing to use the Academy IT systems or access the
Internet need to email support@braunton.academy before the visit. Support will
email an electronic form to be completed. [See appendix]. Where community



mailto:support@braunton.academy

users/visitors are bringing in a memory stick to use, then it will need to be
scanned by support before use. It is the responsibility of staff hosting visitors who
need to advise visitors about the relevant protocols

Education and Curriculum

Student Internet Safety curriculum

The Academy has a clear, progressive online safety education programme
primarily as part of the Computing curriculum / PSHE curriculum but referenced in
all areas of Academy life. It covers a range of skills and behaviours appropriate
to students’ ages and experience, including:

e Digital literacy.

e Acceptable online behaviour.
e Understanding of online risks.
e Privacy and security.

e Reporting concerns.

Online safety should be a focus in all areas of the curriculum and staff should
reinforce online safety messages across the curriculum. The online safety
curriculum should be broad, relevant and provide progression, with
opportunities for creative activities and will be provided in the following ways:

e A planned online safety curriculum should be provided as part of
Computing / PHSE / other lessons and should be regularly revisited

¢ Key online safety messages should be reinforced as part of a planned
programme of assemblies and tutorial / pastoral activities

e Students should be taught in all lessons to be critically aware of the
materials / content they access on-line and be guided to validate the
accuracy of information.

e Students should be taught to acknowledge the source of information used
and to respect copyright when using material accessed on the internet

e Students should be supported in building resilience to radicalisation by
providing a safe environment for debating controversial issues and
helping them to understand how they can influence and participate in
decision-making.

Staff and governor training

The Academy will ensure that:
o Staff understand the requirements of the Data Protection Actin terms of
sending and receiving sensitive personal information.

e Regular training is available to staff on online safety issues and
the Academy’s internet safety education programme.

¢ Information and guidance on the Safeguarding policy and the Academy’s
Acceptable Use Policy is provided to all new staff and governors.
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Parent engagement

The Academy recognises the important role parents and carers have in ensuring
children and young people are safe, responsible and can flourish online. To
support parents to understand online risks and the work of the Academy in this
area we will provide:

o Acceptable Use Agreements to all new parents.

e Regular, up to date information in newsletters and on the website and
social media, particularly in response to emerging trends.

e Face to face sessions in the Academy.

e Opportunities to share in their children’s internet safety learning
(eg assemblies, performances).

e Support and advice on online safety for their children outside of Academy.

e Signposting to further resources and websites.

Conduct and Incident management

Conduct

All users are responsible for using the Academy ICT systems in line with
the Acceptable Use Policy they have signed. They should understand
the consequences of misuse or access to inappropriate materials.

All members of the Academy community should know that this policy also covers
their online activity outside of Academy if it relates to their membership of the
Academy.

Parents and carers will be asked to give consent for their children to use the
internet and other technologies in the Academy, by signing an Acceptable
Use Agreement. They will also be given clear information about the sanctions
that might result from misuse.

Incident Management

All members of the Academy community understand they have a responsibility to
report issues and are confident that anything raised will be handled quickly and
sensitively. The Academy actively seeks advice and support from external
agencies in handling internet safety issues. Parents and carers will be informed of
any internet safety incidents relating to their own children.

Parents and carers will be informed of any internet safety incidents relating to
their own children.

Managing the ICT infrastructure

The Academy is responsible for ensuring that the Academy infrastructure is as
safe and secure as is reasonably possible and that related policies and
procedures are implemented. It will also ensure that the relevant people will be
effective in carrying out their internet safety responsibilities with regards to the ICT
infrastructure.



e The technical systems will be managed in ways that ensure that the
Academy meets recommended technical requirements.

e There will be regular reviews and audits of the safety and security of
the Academy'’s technical systems.

e All users will have clearly defined access rights to the technical systems
and Academy owned devices.

e All users will be provided with a username and secure password. Users will
be responsible for the security of their username and password.

e The administrator passwords for the Academy ICT system, used by the
Network Manager is also available to the Principal and Deputy
Principal is written down and kept in a secure box in a secure safe.

e Internet access is filtered for all users. lllegal content (child sexual abuse
images). Extreme and terrorist material is also filtered by the broadband or
filtering provider by actively employing the Internet Watch Foundation CAIC
list. Content lists are regularly updated and internet use is logged and
regularly monitored. There is a clear process in place to deal with requests
for filtering changes.

e The Academy allows different filtering levels for different ages / stages
and different groups of users — staff / students.

e The Academy regularly monitors and records the activity of users on
the Academy technical systems and users are made aware of this in
the Acceptable Use Agreement.

e There is areporting system in place for users to report any technical
incident or security breach.

e Security measures are in place to protect the servers, firewalls, routers,
wireless systems, work stations, mobile devices etc from accidental or
malicious attempts which might threaten the security of the Academy
systems and data. These are tested regularly. The Academy infrastructure
and individual workstations are protected by up to date virus software.
Servers, wireless systems and cabling must be kept securely located and
physical access restricted.

e Personal data cannot be sent over the internet or taken off the Academy
site unless safely encrypted or otherwise secured.

Social Media
The Academy has a Social Media Policy that covers the management of
Academy accounts and set out guidelines for staff personal use of social media.

6. Data

The Academy has a GDPR Data Protection and Document Retention and
Handling Policy that is regularly reviewed and updated. This includes information
on the transfer of sensitive data, the responsibilities of the Data Protection Officer,
and the storage and access of data.



Equipment and Digital Content
Personal mobile phones and mobile devices

Student Use

The Academy strongly advises that student mobile phones should not be
brought into Academy, but recognises that many parents value their children
having a phone as a safeguarding feature. Some issues surrounding the
possession of these devices are:

they can make pupils and staff more vulnerable to cyberbullying

they can be used to access inappropriate internet material

they can be a distraction in the classroom

they are valuable items that could be stolen, damaged, or lost they can
have integrated cameras, which can lead to child protection, bullying
and data protection issues.

Student mobile phones must be turned off / placed on silent and stored out of
sight in the Academy. They must remain turned off and out of sight until the end of
the day. Mobile phones will not be used during lessons or formal Academy time
unless with consent from a member of staff after permission from the Internet
Safety Officer/Principal.

If a student breaches the Academy policy, then the phone or device will be
confiscated and will be held in a secure place in Student Reception. Mobile
phones and devices will be released to parents or carers in accordance with the
Academy policy.

Authorised staff can search student’s electronic devices if they have good reason
to think that the device has been or could be used to cause harm, disrupt teaching
or break Academy rules. Any search will be carried out in line with the Academy’s
Search Procedures — Electronic Devices.

Staff Use

Staff are not permitted to use their own mobile phones or devices for contacting
students or their families within or outside of the setting in a professional capacity,
except in exceptional circumstances

Staff devices, including mobile phones and cameras, must be noted in Academy —
name, make & model, serial number. Any permitted images or files taken in
Academy must be downloaded from the device and deleted in the Academy
before the end of the day.

Mobile phones and other devices will be switched off or switched to ‘silent’ mode.
Bluetooth communication should be ‘hidden’ or switched off and mobile phones
or other personal devices will not be used during teaching periods unless
permission has been granted by a member of the senior leadership team.



Staff should not use their own devices, such as mobile phones or cameras, to take
photos or videos of students and will only use work-provided equipment for this
purpose.

Where staff are required to use a mobile phone for Academy duties — e.g. in case
of emergency during off-site activities, or for contacting students or parents - then
an Academy mobile phone will be provided. In an emergency where staff do not
have access to an Academy device, they should use their own device and hide
their own number (by dialling 141 first).

Digital images and video

We will seek permission from parents and carers for the use of digital photographs
or video involving their child as part of the Use of Digital and Video Images
Agreement when their child joins the Academy.

We do not identify pupils in online photographic materials or include the full
names of students in the credits of any published Academy produced video.
However, Where exceptional individual achievement may warrant the naming
of an individual (such as winning a national title representing the school (and this
information will be available publicly on other websites), then a pupil’s full name
may be justified, with additional consent from parents. (This could be via email
and consent must be obtained each time this occurs)

If specific student photos (not group photos) are used on the Academy website or
prospectus we will obtain individual parental or student permission for its use.

Students are taught to think carefully about placing any personal photos on social
media sites. The importance of privacy settings as a tool to safeguard their
personal information is included in internet safety education. They are also taught
that they should not post images or videos of others without their permission.
Students understand the risks associated with sharing images that reveal the
identity of others and their location, such as house number, street name or
school/academy.

In accordance with guidance from the Information Commissioner’s Office,
parents/carers are welcome to take videos and digital images of their children at
academy events for their own personal use (as such use is not covered by the Data
Protection Act). To respect everyone’s privacy and in some cases protection, these
images should not be published/made publicly available on social networking sites,
nor should parents/carers comment on any activities involving other students in the
digital/video images.

Staff and volunteers are allowed to take digital/video images to support
educational aims, but must follow academy policies concerning the sharing,
distribution and publication of those images. Those images should only be taken on
academy equipment; the personal equipment of staff should not be used for such
purposes.



Care should be taken when taking digital/video images that students are
appropriately dressed and are not participating in activities that might bring the
individuals or the academy into disrepute.

Students must not take, use, share, publish or distribute images of others without
their permission

Photographs published on the website, or elsewhere that include students/pupils
will be selected carefully and will comply with good practice guidance on the use
of such images.

Student’s work can only be published with the permission of the student and
parents or carers.



lllegal Incidents

If there is any suspicion that the web site(s) concerned may contain child abuse images,
or if there is any other suspected illegal activity, refer to the right-hand side of the
Flowchart (below and appendix) for responding to online safety incidents and report
immediately to the police.

{ { Online Safety Incident ]ﬂ

lllegal materials or

Unsuitable Materials activities found or
suspected
Report to the *
person responsible lllegal Activity or llegal Activity or
for Online Safety Content (No Content (Child at Staffgolundteﬁr o1
immediate risk) Immediate Risk) dabiocl

If staff/volunteer or
child/young
person, review the
incident and decide Report to CEOP

upon the 4‘—\
appropriate course
of action, applying

sanctions where
necessary

e

Report to Child
Protection team

Call professional
strategy meeting

Debrief on online
safety incident

Record details in
incident log

Secure and
preserve evidence

Provide collated
incident report logs

Review policies Await CEOP or

and share Police response
experience and lotl;‘SCBlandh:r
practice as other relevan

authority as

required

appropriate

If illegal activity or materials are
confirmed, allow police or
relevant authority to complete
their investigation and seek
advice from the relevant
professional body

'

In the case of a member of staff
or volunteer, it is likely that a

\—q Lsuspens.icm will take place prior

If no illegal activity
or material is
confirmed then
revert to internal
procedures

Implement
changes

Maonitor situation

to internal procedures at the
conclusion of the police action
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Policy History

Policy/date Summary of change Contact | Implementation Review
Date Date
6.29 4/2022 Updated to reflect: GB Apr 22 Apr 23
Updated legislation (DPO)

The Online Safety Officer is
the Principal

The ‘Network Manager' is
XMA

Student full names can be

used in some circumstances

on the website
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